PaperCut”

Implementing PaperCut NG

A Guide for Network Administrators and IT Managers

PaperCut NG is a server-side application which will become an integral part of your IT
infrastructure. Implementing PaperCut NG will impact many areas of IT management in
addition to the typdfegaa importarce, lare the reoh-technica breas .
i ncluding fus ag e-useradaiionsi diedeplaymdnt shauld be planned to
ensure a smooth rollout and minimize the impact on network users. This document is
designed to assist network administrators and IT managers in larger organizations with the
rollout process and addresses both the associated technical and administration tasks in an
endeavor to minimize disruption to end-users and ensure a smooth transition.

The tasks associated with a deployment in smaller organizations are intuitive and the
install process may be no more than running the installer and then speaking to users.
Skimming this guide however may prove useful for smaller sites as well.

This document details a series of tasks associated with a typical PaperCut NG rollout. It is
designed as a starting point for your own rollout plan and will need tailoring to fit individual
requirements.

The Plan

TASK 1: Determining Project Scope
TASK 2: Understanding the system
TASK3:Sel ecting the AContr ol Modebo
TASK 4: Pre Installation Preparation

TASK5: Il nst alling Paper Cut in a AfAte
TASK 6: Testing

TASK 7: Issue Resolution

TASK 8: Preparation for Rollout

TASK 9: Deploying the Client Software

TASK 10: Go-live

TASK 11: Completion

TASK 12: Extending PaperCut




TASK 1: Determining Project Scope

Before diving in and installing PaperCut NG, IT staff should take a few moments to consider
the following questions:

What are my reasons for implementing PaperCut?

How will I use PaperCut to achieve these objectives?

What effect will PaperCut have on my end-users and any existing IT usage
policy?

Does PaperCut fit within my budget?

Who else should be involved in these considerations and the implementation
process?

PaperCut can be implemented in a number of different control modes ranging from the
minimalistic silent logging, to a full user-pays environment. The choice of control mode will
influence internal policy and procedures and this should be considered prior to full
deployment. It may only take a few mouse clicks to install PaperCut NG and have it up and
running at the technical level but policy changes at the management level may take longer to

implement. Discuss this with the right people early. Havi ng Abuy i no
parties prior to deployment will ensure a successful project.

The PaperCut NG User Manual will give a good overview of the installation procedure and
day-to-day operation. Interested staff should take some time to read the documentation.

All documentation is available on the www.papercut.com website.
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An example project plan and Gantt chart is available from:
http://www.papercut.com/docs/implementation-quides/PaperCut-NG-Implementation-
Example-Project.zip
A larger view of this plan is also printed at the end of this document. The project plan is
available for Microsoft Project 2010 and Project 2007.
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TASK 2: Understanding the system

Before attempting a deployment on a live network, system administrators and IT managers
may like to take some time to evaluate and understand the capabilities of PaperCut NG in a
testing environment. There is no better way of understanding how a software application
works than actually installing and using the system. Many large organizations may have a
server or an entire network environment dedicated to testing. Smaller networks might like to
install the PaperCut NG trial version on a non-critical desktop system running Windows XP
or higher. It only takes a few minutes to download and install PaperCut NG.

The PaperCut NG software runs unrestricted for 40 days to allow you plenty of time to
evaluate the many features and functions the software has to offer. If you purchase a

|l icense key | ater, it can be added to the

configure again. You can download PaperCut NG from www.papercut.com/download/ng/.
The user manual in PDF format is also available from this page.

Welcome to the PaperCut NG
Setup Wizard

r
ﬁ Setup - PaperCut NG

This will install PaperCut NG 10 6 on your computer

1 is recommended that you close all other appications before
contnuing

Click Next to continue, or Cancel to ext Setup

Installing PaperCut NG on a Windows Server in a Test Environment

nst


http://www.papercut.com/download/ng/

TASK 3: Selecting the AContro

The control mode defines how PaperCut NG interacts with the end-users and controls their
usage. The control modes available listed in order of impact are:

M Silent monitoring (no control, only monitoring)
B Active monitoring (enforcement of print policies)
M Simple quota system

B Quota system with user-p ay s ufptsop

B uUp-front payment

Silent Monitoring

In the silent monitoring model all users have unrestricted privilege so printing access is

never denied. PaperCut NG will continue to silently collect statistics on activity and its

associated cost. All dataisreport abl e and avail able via Paper(
interface. Silent monitoring mode is popular in a business environment where management

needs information on user activity.

Active Monitoring
A variation of silent monitoring is active monitoring. In this mode, in addition to simple
logging, administrators may implement active features such as:

B Promptand asktheusertoconfimi f t hey dono6t print a job in duj
B Display a popup and discourage printing of emails.
M Mention print policies in popup6s such as web p:

B Push out environmental impact information to inform the user of their usage.

The Quota System

The majority of organizations that adopt PaperCut NG choose to i mptaement
systebthmder this model users are allocated a dfbi
monthly basis. Itisthent he user 6s responsibility to manage

their allocated allowance. Once the allowance is exceeded access to the printing resources
is denied. Some organizations will allow users to request additional quota via management
approval, or, in an education environment, it is common to sell users additional quota via
TopUp Cards.

Example

Smithtown High School provides students with $5.00 a week to cover printer use.
If users need additional quota, they can purchase a TopUp card from the school
cafeteria or library.

The Up -Front Payment Model

Full up-front payment environments (user-pays) are used in some schools and universities.
Users start off with a balance of zero and need to add money to their account before access
to printing services is granted. Often TopUp/Pre-Paid cards (a voucher system) are used as
a convenient way to manage the payment process.

The selection of acont r ol mod el wi || undoubtedly have #dl
Changing from one control mode to another is an easy process and simply involves



changing the way PaperCut is configured. Once an organization selects a control mode they
are not forced to continue with the same control mode, and can vary their approach at any
time. PaperCut does not impose any restrictions on this policy decision, however change of
control policy may prove to be controversial. For example, moving from a previously free
servicetoafulluser-pays model . A common compromi se
moving to a quota system with a free quota allocation, then move to a full user-pays model
at a later date. Take the time now to consider the policy and palitical reproductions of the
move.

TASK 4: Pre Installation Preparation

PaperCut NG requires a correctly configured network environment. Most organizations with
anexistingAiWndows Domai n-p shorltd becabl&kto install and use PaperCut
NG without any network changes. Smaller organizations running peer-to-peer networks or
large organizations with a mixture of operating systems may need to plan some changes.

Checklist:

X Users have logon accounts and passwords

Paper Cut NG tracks user identity via their @Al ogono

account and password and is aware that their password should remain secret. By default, PaperCut
NG does not maintain its own users and passwords, and instead uses the in-built Operating System
logon accounts. This means that users and system administrators have to manage logon accounts
and passwords for all services including internet access, file permissions, security, PaperCut and

gener al net work/ computer access. (Paper Cut does

be maintained inside PaperCut, but the best-practice option is to always consider domain/system
accounts where possible.)

X Printers are hosted on a server

PaperCut NG works by intercepting print jobs passing to the printer via a shared print queue.
Typically the hosting of a print queue s cal
Windows, Linux, Novel (OES iPrint) and Mac OS X based print servers. In a typical network
environment all printers are installed or configured on a server and then shared to users as network
resources. The print server can be an existing file server or a server running other software, however
in a |l arge network a dedicated print server s
a single point of control for printer permissions and queue management, as well as other benefits
such as automatic driver deployment and updates.

Although PaperCut NG can centrally track print queues hosted on multiple computers (e.g. locally
attached desktop printers), it is best practice to centralize printers onto the minimum number of
systems/servers. Typically this involves:

B Ensuring network printers (printers with a network interface) are centrally installed on the
server(s) and shared using standard Windows printer sharing.

B Network clients (workstations) map to the printers shared on the network.
B cConsider networking existing directly attached printers and hosting server queues.

Additional information on the required setup is covered in the PaperCut NG User Manual.

X Printers use supported drivers

PaperCut NG will work with the majority of printer hardware without any additional configuration. Most

printers use Postscript or PCL drivers (Postscript
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driver). Many high-end printers support multiple languages including possibly a proprietary language.
Technical staff should check which drivers are available. If a selection of drivers is available, select
according to this order of preference:

B Postscript (any level)

B PCL5

B PCL6 or other
PaperCut supports many proprietary GDI based drivers, but where possible we always recommend
standard compliant drivers.

X Schedule downtime and ensure required information is at hand

On fully patched servers, a restart should not be required during installation. It is however
recommended that a 30-mi nut e bl ock of downti me be schigimgul ed t o
initial testing. Ensure end-users are aware of the potential disruption of print services.

Technical staff should also ensure they have technical information at hand including:

B Name of the domain server or an Active Directory node (or LDAP settings if using LDAP
servers)

B User name and passwords for both a network and local Administrator level accounts

rtgt. Building A - Foyer Printer Properties g
Securty [ Devcesemngs | Aou
General l Sharing |  Ports Advanced |  Color Management

© Always available

Available from

Prionty: 1

Driver: i HP LaserJet 2300 Series PS - | | New Driver...

© Spool print documents so program finishes printing faster

© Start printing after last page is spocled

Start printing immediately

Print directly to the printer

| Hold mismatched documents
_| Print spooled documents first
Keep printed documents

| Enable advanced printing features

Printing Defaults... Print Processor... | Separator Page...

(oK [ Comce :

Using a Postscript print driver



TASK b5: | nstalling Paper Cut i

I't i s recommended practice tdehirstoni olofri og® Ba,
your organizationds i mme dNGdaimplementagliotas o charging.u s e P ary
Sil ent monitoring mode wil!/| all ow testing and v
without the worry that PaperCut NG might start denying access to printing resources.

How to setup Asil ent monitoringd mode

The idea is to set al | users to have fAunrestrioc
account drops to zero, printing access will not be denied. We recommend the following

installation procedure:

M Install PaperCut on your server(s).
B Run PaperCut for the first time. The setup wizard will open.
B Follow the directions, selecting your domain server and other settings.
M During the wizard, un-t i ck t he #fADeny arcucne scsu twhoefn curseed ist
option
B Continue configuration by setting costs, discounts, filters and restrictions to define
the control parameters that PaperCut NG will use.
(@ Setup Wizard : Configuration Wizard - Moxzilla Firefox =8 %
‘@ = C A 2 hpy ppPservice=page/SetupA 77 - | (29 Google ,l B
‘ 1% Setup Wizard : Configuration Wizard -
Papercut " Configuration Wizard
Welcome!
This wizard will help you configure initial options and ready the system for use.
Ifthis is the first time installing the application, we highly recommend reading the quick start guide in
the user manual. @ Open the user manual
Type in the password to be assigned to the master administrator account. Please keep this
password secure.
Username: admin
Password:
Verify password:
Your system location is currently setto English (Australia). If this not correct, please change the
setting below. The location defines default currency and date formats.
Location: System Default -
.Nexb
PaperCut NG 11.0 (Build 12804 2011-01-17)
© Copyright 1999-2011. PaperCut Software International Pty Ltd. Al rights reserved.
Done -

Setup option to ensure printing is not disrupted

More information on the installation of PaperCutNGi s covered in the AQuUi ck
the PaperCut NG User Manual.



TASK 6: Testing

Testing is an important step with any software deployment project. Use the following test
plan to verify the setup, charging rules work as expected, and that users are charged

appropriately.

Printer Related Tests

OBJECTIVE: To verify printers are correctly configured and supported by PaperCut NG,
and charging works as expected.

METHOD: Log on to a network workstation under a standard user account and print a test
documents for each test case. Repeat the test cycle for all printers (or printer types if many

printers).

Test

Test Criteria

Passed?

Print a single page
document.

The Print Log lists the job as a single page and the
calculated cost is correct.

No error messages are listed in the PaperCut NG
Application Event Log.

Print a multi-page
document

The Print Log lists the job with the correct page count
and the calculated cost is correct.

No error messages are listed in the PaperCut NG
Application Event Log.

Print a color document
with images

The Print Log lists the job with the correct page count
and the calculated cost is correct.

No error messages are listed in the PaperCut NG
Application Event Log.

If Advanced Charging
options are used, test
other attributes such as
Grayscale and/or Duplex
discount.

The Job Log lists the job with the correct calculated
cost.

No error messages are listed in the PaperCut NG
Application Event Log.

User Accounting

Verify that all printed test documents are listed under
the correct user account and that the page count and
account bal ance associ at
have changed accordingly.

Printer Accounting

Verify that all printed test documents have increased
the printerdés page count




Operational Tests
OBJECTIVE: To verify user management and related tasks work as expected.

METHOD: Perform common user management tasks and verify the operations work and log
as expected. Perform each of the following tests in the standard PaperCut NG
Administration Console, and then repeat the relevant tests in the User Web Tools interface.

Test Test Criteria Passed?

Set Us er 0 s | Select atest userinthe PaperCut NG Admin Console and add
a non-zero amount to their account. Verify the amount is
applied and a transaction we
account. View transactions by clicking on the user and
selecting the Transaction History tab.

Changi ng a |Selecta test user, set their credit to zero and change their
restriction status from fAunréesdodict eVdedr itf
use is denied and that the user receivest he HfApopup

Auto Scheduling Set up rules for Quota Scheduling under the Groups section to
fall ocate creditd on a daily
daily allocation on the A[ al

and verify the credit was allocated properly to the users
accounts and the event was recorded in the users Transaction
History and the App. Log.

User Creation De f i New Us@r Settings0 r ul es u n d eectioh to |
define how new users accounts are created. Add a test user
to the domain. Print a document from the test user account.
Verify that the account was created as per the defined rules.
Delete the test account from both the domain and PaperCut
NG.

Remote Access Repeat the first two tests from a remote system logging in
using a standard web browser accessing the URL:
http://[server]:9191/admin

User Transfer Perform this test if your organization plans on allowing end-

users to transfer funds to other users. Log on as a test user

and open the browser to the URL: http://[server]:9191/user.

Sel ect the Atransfero optior
account. Verify the transfer is logged as a transaction in both

users Transaction History.

TopUp Cards Perform this test if your organization plans on using
TopUp/Pre-Paid cards. Follow the instructions in the
PaperCut NG User Manual to create a test batch of 10 cards.
Import the TopUp card numbers (the *.tnd file) into the system.
Log on as a test user, enter the card number and verify the
equivalent value were applied.

Other Testing
We suggest run PaperCut NGi n fisi |l ent modeo for testing purpo
Regularly inspect the PaperCut NG Appl i cati on Event Logdo for err



problems. This testing phase can be undertaken in parallel with many of the following tasks.
Technical staff should take the opportunity to familiarize themselves with the application.

Verifying that transactions are being tracked accurately



